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Single Sign-On Brings
Convenience and Improved
Security to Randolph Health
• Asheboro, North Carolina
• 145 beds
• Physician practices
• Home health agency
• Outpatient rehabilitation

Challenges
• Multiple passwords to remember
• Repetitive re-entry of credentials
• Passwords written down
and left unsecured

Results
• Average 80%
reduction in passwords
• Time saved at each log-in
• Maximized value of
virtual roaming
• Can’t keep up with demand
for SSO technology among staff
• Ensures secure workflow
and decreased chance
of PHI exposure

Passwords and other security policies are a necessary part of the
healthcare computing environment, but when they negatively
impact physician workflow and the timeliness of patient care,
something must be done. At Randolph Health (Asheboro, NC),
physicians and other clinical staff were required to enter their
credentials at each workstation. The logon was intrusive to their
workflow and time-consuming for clinicians who are constantly on
the move trying to deliver care.
Randolph turned to its long-time vendor Forward Advantage,
which has successfully sold and implemented the Imprivata
OneSign solution for more than a decade. Their initial goal was to
improve the computing workflow of a target group of 95 providers
and 335 nursing and ancillary staff. The OneSign deployment
was coupled with a rebranding initiative that Randolph had
recently undertaken to unify its multiple entities. As part of the
rebranding, users were given new identification badges that
were printed on proximity cards containing a chip that allows for
workstation authentication via a “tap in” and “tap out” process.
The implementation has been so successful that additional
departments and end users are now requesting OneSign. “It’s one
of those rare technologies that people actually want, which leaves
us trying to keep up with the demand,” says Kevin Buchanan,
networking and infrastructure director at Randolph Health.

Convenience for Busy Physicians
Prior to single sign-on, Randolph’s physicians had an average of four
passwords and clinical staff had an average of six. “Most of our user
IDs are at least five digits long, and passwords have to be at least
eight digits long,” says Angela Burgess, CIO at Randolph Health.
“Entering this information is probably a ten second activity, which
doesn’t sound like much, but it becomes very tedious when done at
every log-on point.”

With OneSign single sign-on, Randolph’s clinicians tap their badge to a workstation and enter a single
password to log into their systems and applications. After this, a four-hour grace period goes into
effect during which only a badge tap is required. The solution is a nice compliment to the Citrix virtual
desktops Randolph had previously installed. It became clear that clinicians were not realizing the full
benefits of virtual roaming without single sign-on, which is now integrated within this environment
to maximize convenience and time savings. “We have computers deployed in all patient rooms, so
physicians can now just tap in with their badges, and they’re ready to roll,” continues Burgess. “They can
focus on the patient rather than the technology.”

Everyone Wants It
Imprivata OneSign is deployed in several areas at Randolph, including inpatient nursing, the emergency
department, respiratory therapy, and one physician clinic. Burgess is now considering implementing it
within their maternity department, surgery, and special procedures unit. “It’s very rare in our work, but
this technology is one that people actually ask for,” she states. “I never hear any complaints.” If there’s
any downfall, it’s that funding hasn’t allowed Randolph to deploy single sign-on to everyone who wants
it. “Unfortunately, word-of-mouth advertising has increased demand for Imprivata; departments that
don’t have it, want it,” says Buchanan.

Organizations Can’t Afford a Security Breach
The security of a patient’s protected health information (PHI) is often a big concern for organizations
without single sign-on. Passwords are often written down and left in unsecured locations, and clinicians
are less inclined to log off workstations if they need to repeatedly re-enter their credentials. This
increases the chance that PHI will be left out in the open, which is a risk that healthcare organizations
can’t afford to take. “Single sign-on is huge from a security perspective,” says Burgess. “Now we don’t
have to worry about users not logging off or accidentally charting under someone else’s name. They’ve
become very accustomed to tapping in and out with their badges, ensuring that they’re always working
within the correct session.”

“Our consultant [Forward Advantage] understood the end user
experience we were trying to achieve, and he helped us improve the
whole end user experience, not just with OneSign.”
- Angela Burgess
CIO at Randolph Health

Forward Advantage Knows OneSign and Healthcare
The project was customized to meet Randolph’s needs with regards to its virtual environment, and
Forward Advantage is credited for having the necessary product and healthcare experience to make
this possible. “We customized the Imprivata solution in a way that worked for us and have created an
overall end-user experience where IT is not in the way,” says Buchanan. Burgess further credits Forward
Advantage’s MEDITECH experience with OneSign’s success. “It was beneficial to have a partner who
knows MEDITECH and understands healthcare and the challenges we face,” she states. “I think another
vendor would’ve answered our questions but not as quickly.”
“We sell solutions, not products,” says Lee Howard, vice president of client services for Forward
Advantage. “Our healthcare experience, combined with our knowledge of OneSign, ensures that the
solution meets the unique needs of every customer.”

About Forward Advantage
Since 1993, Forward Advantage has provided innovative and cost-effective solutions for healthcare organizations. With more than
1,200 customers, the company uses its deep expertise to solve a wide range of healthcare challenges by listening to its customers and
collaborating with them on solutions that improve the healthcare experience with better access to information. Examples include:
automated and intelligent report distribution, streamlined identity and access management, migrating and archiving legacy data,
document management, EMR-integrated secure messaging, and interoperability solutions connecting hospitals and physicians. More
information on Forward Advantage and its solutions can be found at www.forwardadvantage.com.
About Randolph Health
Randolph Health is a comprehensive, community-based health system based in Asheboro, North Carolina. We are a nationally
recognized health and wellness system, combining the best of health technology and highly trained and certified medical professionals
with personalized care designed to support the unique needs of each patient and their family. Through our 145-bed hospital, extensive
network of primary care and specialty physician offices, outpatient rehabilitation centers, homecare services, advanced imaging and
accredited cancer center, we offer access to the latest care and treatment. But we believe that great clinical care alone is not enough.
That’s why we have a reputation for providing a care experience that recognizes the dignity of each human being–treating each person
we serve as a person, not a number.
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